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NOETICA PLATFORM 
The “Noetica Platform” is the term used to describe the Noetica software and servers that make up the Contact 

Centre solution. The Noetica Product is comprised of three principal areas: 

• Synthesys™ 

• Smartbound™ 

• Voice Platform (NVP™) 

A typical Platform is installed across four, separate distinct roles. These can be defined as follows: 

• SQL Database Server 

• Application Server 

• Web Server 

• NVP™ Server (Note: An NVP server is not always required). 

For smaller installations, these roles can be combined into a reduced server footprint. For larger installations 

additional Web and NVP™ servers can be added to the platform to ensure enough resources are provisioned for 

the total number of agents to be supported (see hardware specification guidance for more information). 

These servers can be physical devices or virtual machines (VMWare or Hyper-V being the most common 

virtualisation platforms). For either design, we recommend that careful considerations are made towards disk setup. 

Considerations should be made to ensure that hypervisors have enough capacity for the Synthesys™ Platform 

servers, along with any other virtualised environments that share the same host. We do not make specific speed 

recommendations regarding the CPU being used within the physical server but do assume a recent a model server 

grade CPU. 

Whilst it is possible to design your own server platform arrangement, we recommend that you discuss your design 

with your Noetica Project Manager. 
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SERVER MAINTENANCE 
Responsibility for maintaining the server hardware and surrounding infrastructure falls to the customer’s IT Support 

function. 

A thorough and regular server maintenance plan should be implemented for all servers that are provisioned to sure 

system is able to perform at optimal levels. Capacity planning and growth is also the responsibility of the customers 

IT Support function and where necessary, hardware may be subject to minor changes in line with future software 

upgrades (both Noetica software and Microsoft OS and SQL software). 

The product is data driven and relies on the performance of the SQL Database to respond and operate in a ‘suitable 

working order,’ therefore a person with SQL Database Administration skills may be required to help maintain the 

database server. 
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SYNTHESYS™ 
Synthesys™ is our Visual Call Scripting, Campaign Management and CRM application. 

The Synthesys™ installation typically consists of an Application server, Web Server, and SQL Server. For larger 

installations, additional Web servers can be added to the solution. 

INSTALLATION PROCESS 

The following steps are a high-level outline of a typical installation, which is conducted by a trained Noetica 
Engineer. 

• A “Preinstallation Form” will be provided by the Noetica Project Manager to capture all the server 
details, including authentication and remote connection methods. Where necessary, username 
and password details should be provided separately for security reasons. 

• The customer should ensure that servers are installed and configured with all the necessary 
prerequisites having 

• been met before returning the form. 
• The form will be reviewed and verified by Noetica and if complete, the install will be planned. 
• Noetica Engineers will download the installation software onto the Platform Servers. 
• The installation, configuration and testing will then be completed. 
• Instructions on how to connect to the platform and confirmation of file paths, account passwords, 

etc. will be provided. 

 

ACCOUNTS & AUTHENTICATION 
During the installation of the Noetica Platform, several users are required to be created. 

 

It is recommended that the customer creates these accounts on the Noetica Platform servers, especially if they are 

going to be set up within Active Directory. Strong passwords should be used and provided securely as part of the 

“Preinstallation form.” It is also recommended that any Active Directory Group Policies are reviewed that may prevent 

the installation of the software or its operation. 

SOFTWARE SPECIFICATIONS 
It is assumed that the servers that make up the Platform are “dedicated” and no other applications and/or databases 

are running. Where servers are “shared” with other applications, it will be the responsibility of the customer to 

ensure enough resources have been assigned. We also assume that the latest Microsoft Service Packs and 

Security Fixes have been applied and these updates are applied in a controlled manner. 
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SERVER SPECIFICATIONS 
For the App and Web server roles within the Noetica Platform, the following minimum specifications should be 

followed: 

• Microsoft Server 2016   or above 

• Microsoft .Net Framework 3.5 + SP1 

• Microsoft .Net Framework 4.8 

• Microsoft.NET Core 2.1 Runtime 

• Microsoft .Net Core Hosting Bundle for Windows v2.1.5 

• Microsoft .Net Core Hosting Bundle for Windows V3.1.8 or above 

• Microsoft .Net Core V5 (we recommend the ASP.NET Core Runtime 5 Hosting bundle is applied) 

• Microsoft .Net Core 3.1.8 Desktop Runtime or later. (Please note that we have noticed this is not 

included within the ‘hosting bundle’) 

MSMQ & MSDTC are required too, however these are included with Microsoft Server and will be installed and 

configured by Noetica as part of the installation. 

Whilst not required software, we also recommend that SQL Client Tools (Management Studio and Profiler), are 

installed onto both the Application server and Database Server and match the version of SQL Server. 

Additional recommended software: 

• Notepad++ on all servers, apart from SQL Server 

SQL SERVER SPECIFICATIONS 
For the SQL Database server, we recommend Microsoft SQL 2016 Standard Edition SP1 (13,0.4001.0) or above. 

Within the SQL Server installation, the following items are also required: 

• The database must be configured in a ‘mixed mode’ security mode. 

• We require the “Noetica Setup” service to be installed and running on the SQL Server during the 

installation and upgrade processes. 

• We require a user with ‘Sysadmin’ rights during the installation and upgrade process. 

• Where Synthesys™ is installed on a shared SQL Server, it is recommended that Synthesys™ 

databases are installed onto a designated SQL Instance. 

• SQL Server Report Services (SSRS) must be installed and configured on either your SQL Server or 

onto a dedicated SSRS Reporting server. 

Seven databases will be created as part of the Noetica Platform configuration: 

• Phoenix 

• Phoneyx 

• Synthesys_Admin 

• Synthesys_General 

• Synthesys_General_Admin 

• Synthesys_General_Reporting 

• Synthesys_Main 

CLIENT SOFTWARE SPECIFICIATIONS 

The following minimum client specifications are required: 

• Microsoft Windows 8 or above 
• Google Chrome, Microsoft Edge, or Firefox 

The Synthesys™ Web Server should be added to the “Trusted Zone” within the browser settings and any pop-
up 

blockers should be disabled. 

For “Synthesys™ Management” and “Interaction Studio” users, the following additional items are required: 
 

• Microsoft .Net version 3.5 + SP1 
• Microsoft .Net version 4.8 
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HARDWARE SPECIFICATIONS 
The following tables detail our minimum hardware specifications by server role. In some cases, for smaller 

customers, combination servers can be used, please see Appendix for combined hardware configurations. 

APPLICATION SERVER 
The Operating System should be installed onto a separate drive, of at least 60GB in size, with the Application provided 

with a separate drive and partition. For 1-64 users, the web server can run on the application server and so a 

separate web server is not required. 

 

SQL SERVER 
The Operating System should be installed onto a separate drive, of at least 60GB in size. Separate drives and 

partitions should be created for SQL Data and Logs, as per Microsoft Best Practices. 

Setup and separation of “TempDB” should also be considered where appropriate. Considerations for SQL Backup 

and Replication drives should also be made. It is recommended that databases are operated in “Full Recovery” mode. 

 

Please note that if you are installing SQL with “per-core” licensing model, then four cores are the minimum you can 

license. 

WEB SERVER 
The Operating System should be installed onto a separate drive, of at least 60GB in size, with the Application 

provided with a separate drive and partition. 

 

Each web server can host up to 400 agents. The Web Server is an “n+1” design so additional web servers can be 

deployed for greater capacity. 

For 1-64 agents, the web server can run on the application server, negating the need for a separate web server. 
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SSRS REPORTING 
For smaller call centres with simple reports, customers can run supported reports directly on the live database server 

without affecting performance of the Application. 

However, for larger or busy call centre, reporting can generate a great deal of data and more complex data mining 

reports can generate excessive load and create potential database locks, which can lead to degraded Platform 

performance or even create unexpected outages. 

For 100+ agents or when there is evidence that reporting is causing call centre degradation, we recommend setting up 

a reporting database, using SQL Replication for example, and run all reporting against his database server.  

Your Noetica Project Manager can provide further support and details around SQL Replication and reporting 

scenarios to avoid these issues. Please note that a Reporting Database will require further server resources and 

additional SQL licensing. 

Management of SQL Replication and non-standard reporting will be the responsibility of the customer. 

 

DISK CONFIGURATION 
Throughout your server design, disk configuration should be carefully considered, and disk drives should, where 

appropriate, be configured using hardware-based RAID controller cards or using SAN/NAS storage. 

It is recommended that the Operating System is installed on its own mirrored (RAID1) partition. For SQL Server, 

separate disks should be allocated for Data files and Log files. 

Server disk speeds should be considered as follows: 

15K SAS Storage - Database and core Application modules across the servers 

10k SAS Storage – Archive Database 

<10k SATA - Aimed only towards archiving and Long-term storage of Log file archives. 

ANTI-MALWARE EXCLUSIONS 
The Noetica Platform Servers transfer messaging in real-time between many different components within the 

Platform. Virus scanners can cause delays within this messaging or even deny required detail reaching its intended 

destination. This can lead to system performance issues or failure within functionality. 

Whilst Noetica do not make recommendations on specific Anti-Virus products, it is recommended that exceptions 

are added to your security products to remove heavy scanning from the following folders across all Platform servers: 

• <InstallFolder>\Synthesys\* 
• <InstallFolder>\Program Files\Noetica\Synthesys.NET\* 
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ACTIVE DIRECTORY REQUIREMENTS (OPTIONAL) 
It is possible to configure the Noetica Platform so that it is integrated with Active Directory for Single Sign On. This is 

achieved through a windows service installed onto the Application Server (Please see further guidance in the 

“Domain Membership, Authentication & DNS” section of this document). 

This service needs to run under a new Domain User or ‘Service Account’ with read only access to Active Directory 

(the password should be set to never expire). 

Noetica needs to be supplied with the following information: 

• Username and password of the Domain User which the service will run under 
• Domain Name of the Active Directory domain 
• Active Directory LDAP connection string 

 

ACTIVE DIRECTORY CONFIGURATION 
Platform users have different permissions corresponding to which Role they are assigned. 

Global Security Groups need to be created in Active Directory, and these Security Groups will be set to 

correspond to Synthesys™ Roles in a configuration file (maintained by Noetica). There is no fixed name for each 

Security Group – they can be named freely. 

For example, create Global Security Groups called: 

• .NET Account Managers 
• .NET Administrators 
• .NET Agents 
• .NET Supervisors 

 

These can then be set to map to the following Roles in Synthesys™: 

• Account Manager 

• Administrator 

• Agent 

• Supervisor 
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Synthesys™ Users then need to be added to their correct Security Group: 

 

When the Security Groups have been configured, Noetica should be informed the name of each Security Group, and 

the Synthesys™ Role it should map to. We will need an Active Directory Account that has permission to browse the 

configured Active Directory to run as service on the Application Server. This is to allow us to import users into 

Synthesys and disable them if they become disabled in Active Directory. 
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SMARTBOUND™ 
SmartBound™ is the name used for the collection of our outbound dialling tools. 

This includes the Predictive Dialler, Live Person Detect (LPD™), SnoDrop™, SmartAMD™ and Call Blending. 

SIP TRUNK CPS LIMITS 
Noetica recommends a minimum of 15 calls per second (CPS) for each 100 concurrent predictive dialler agents. We 

cannot guarantee dialler performance below that limit. 

On a case-by-case basis, when call connection rates are unusually low (such as poor data or the tail end of a campaign), 

this limit may not be sufficient, but in the general case this recommendation would ensure good dialler 

performance. Some SIP carriers insist on a minimum Answer Seizure Ratio (ASR), so you should ask your SIP 

provider about any such restrictions. 
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NOETICA VOICE PLATFORM (NVP™) 
The Voice Platform or NVP™ is Noetica’s own voice server. 

The NVP can be used in a variety of configurations, connecting either directly to the PSTN via SIP trunks or to a 

3rd Party phone system such as a Mitel or Avaya. It is used to manage calls between the customers and the agents 

and offers features such as call recording, outbound dialling, ACD and IVR functionality. 

INSTALLATION PROCESS 

The following steps are a high-level outline of a typical installation, which is conducted by a trained Noetica 
Engineer. 

• A “Preinstallation Form” will be provided by the Noetica Project Manager to capture all the server 
details, including authentication and remote connection methods. Where necessary, username 
and password details should be provided separately for security reasons. 

• The customer should ensure that servers are installed and configured with all the necessary 
prerequisites having been met before returning the form. 

• The form will be reviewed and verified by Noetica and if complete, the install will be planned. 
• Noetica Engineers will download the installation software onto the Platform Servers. 
• The installation, configuration and testing will then be completed. 
• Instructions on how to connect to the platform and confirmation of file paths, account passwords, 

etc. will be provided. 

 

ACCOUNTS & AUTHENTICATION 
During the installation of the Noetica Voice Platform, services are run by a Windows User or Service Account. This 

could be one of the same accounts used by Synthesys or it can be a separate user. 

It is recommended that the customer creates these accounts on the Noetica Platform servers, especially if they are 

going to be set up within Active Directory. Strong passwords should be used and provided securely as part of the 

“Preinstallation form.” It is also recommended that any Active Directory Group Policies are reviewed that may prevent 

the installation of the software or its operation. 

SOFTWARE SPECIFICATIONS 
It is assumed that the NVP servers are “dedicated” and no other applications and/or databases are running. We also 

assume that the latest Microsoft Service Packs and Security Fixes have been applied and these updates are applied 

in a controlled manner. 

SERVER SPECIFICATIONS 
For each of the server roles within the Noetica Platform, the following minimum specifications should be followed: 

• Microsoft Server 2016 or above 

• Microsoft .Net Framework 3.5 + SP1 

• Microsoft .Net Framework 4.8 

Additional recommended software: 

• Wireshark for NVP™/SIP setup and troubleshooting 

• Notepad++ on all servers, apart from SQL Server 
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HARDWARE SPECIFICATION 
The following tables detail our minimum hardware specifications by server role. In some cases, for smaller 

customers, combination servers can be used, please see Appendix for combined hardware configurations. 

The following can be used a guide for planning your NVP™ environment: 

The Operating System should be installed onto a separate drive, of at least 60GB in size, with the Application 

provided with a separate drive and partition. 

 

 

For SmartBound™ features such as SnoDrop™, SmartAMD™ and LPD™ are required within your installation or 

the installation is not connecting to a third-party PBX or ACD, then an NVP™ Server will be required. 

If your installation is to connect to a 3rd party PBX or ACD, then further documentation will be supplied that relates 

to your specific installation by your Noetica Project Manager. 

DISK CONFIGURATION 
Throughout your server design, disk configuration should be carefully considered, and disk drives should, where 

appropriate, configured using hardware-based RAID controller cards or using SAN/NAS storage. 

It is recommended that the Operating System is installed on its own mirrored (RAID1) partition. 

Server disk speeds should be considered as follows: 

15K SAS Storage – Application modules 

10k SAS Storage – Call recordings 

<10k SATA – Aimed only towards archiving and Long-term storage of Call Recording and Log file archives. 

ANTI-MALWARE EXCLUSIONS 
The Noetica Platform Servers transfer messaging in real-time between many different components within the 

Platform. Virus scanners can cause delays within this messaging or even deny required detail reaching its intended 

destination. This can lead to system performance issues or failure within functionality. 

Whilst Noetica do not make recommendations on specific Anti-Virus products, it is recommended that exceptions 

are added to your security products to remove heavy scanning from the following folders across all Platform servers: 

 
• <InstallFolder>\VoicePlatform\* (where NVP™is running) 

BANDWIDTH REQUIREMENTS 
Voice bandwidth usage is determined by the codec that is used, for example, a 100Mb/s network can carry voice for 

over 500 agents using the G.711codec. For more optimised use of bandwidth the G.729 codec is available, 

although this can degrade voice quality very slightly. 

FIREWALL OR SBC PROVISION 
There are many ways that SIP connectivity can be enabled for your platform, this may include a standard internet-

based connection, a leased line or MPLS connection or by some other interconnection. 

All the different methods need to be protected by a device and they also need to be able to manage the SIP traffic 
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to be carried. To enable this, it is essential that a SIP compliant firewall is installed or preferably, a Session Border 

Controller (SBC) that can manage the requirement. 

It is especially important that the device being used at the perimeter of the network can convert the SIP packets that 

hold internal network IP addressing across to public IP addressing when being passed to a telco or service that requires 

this. 

Noetica can recommend various levels and types of firewalls and SBC dependant on the requirement. Along with this 

is secure SIP is required then an SBC is a prerequisite within the design. 

The team at Noetica can review firewall and network requirements within the scoping and design phase of an 

implementation. 

CALL RECORDING 
The NVP has built-in call recording features; call recordings are automatically tied to the Synthesys records. Call 

Recording storage can be on the same disk as the NVP software; however, it is recommended that separate disks 

be used. 

Faster disk storage can be used for the initial recording, but cheaper, slower storage can be used for Call Recording 

archiving. Alternatively, NAS or SAN storage can be setup for the long-term storage of call recordings. 

Call Recordings are currently stored in .wav format. See “Hardware specifications” for a guide on how much storage 

space is required. 
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NETWORK PREQUISITES 
All Noetica Platform servers should be joined to a Microsoft Active Directory domain, where possible. Where Platform 

servers are not members of the same domain, then additional considerations for allowing authentication will need 

to be planned; this will be the customers’ responsibility, though Noetica can help make recommendations. 

SERVER TO SERVER COMMUNICATION 
We recommend that gigabit switched connections are made between the Noetica Platform servers and that any 

firewalls are configured to allow smooth, uninterrupted communication between the servers.  

 

 

PORTS REQUIRED 
The following network ports are used within the solution: 
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EXPLANATION OF PORTS 

 

WEB SERVER TO CLIENT COMMUNICATION 
Bandwidth between the agent browser and the Synthesys™ Platform Web Server(s), should be calculated as 

follows 

 

These figures are assuming HTTP traffic on port 80. HTTPS traffic will require approximately 25% more bandwidth. 

  



 
 

18 

DOMAIN MEMBERSHIP, AUTHENTATION & DNS 
It is recommended, where possible, that all servers are joined to an Active Directory domain for servers to 

communicate with one another effectively. Users of the Noetica Platform should ideally be joined to the same domain. 

Where this is not possible, workaround provisions must be considered for Dialler Managers and Supervisor users to 

be able to successfully be authenticated to the SMB shares for Synthesys tools that are not web enabled. 

Where servers and users are not members of the same domain or are connected via separate networks (or when 

VPN connectivity is used), it is the customers responsibility to ensure that connectivity to the Noetica Platform 

servers can be delivered and server names can be resolved within DNS or local Host files are maintained. 

If you have any concerns regarding network configuration, DNS, VPN connectivity or authentication, please raise 

any questions with your Noetica Project Manager. 
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APPENDIX 

COMBINATION SERVERS 
For smaller installations, up to 64 agents, server roles can be combined onto a single server. The following table 

provides a guideline on how these combine roles can be calculated: 

SYNTHESYS APP & WEB 

 

SYNTHESYS APP, WEB & NVP 

 

SYNTHESYS APP, WEB & SQL 

 

SYNTHESYS APP, WEB, NVP & SQL 
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REMOTE CONNECTIVITY 
For us to effectively install and support your installation it is a requirement that we have remote connectivity to the 

Synthesys™ Platform Server(s) from the Noetica Client Connection Network. 

We have listed several proven methods that we support below: 

Approved Connection Protocol: 

• Microsoft VPN Internet connectivity 
• Citrix Internet connectivity 
• Direct IP connection (Secured RDP) 
• Cisco or Fortigate VPN client software 

 

Approved Connection Software: 

• Microsoft Remote Desktop 

• LogMeIn.com 

• WebEx 

• GoToMyPC.com 

• UltraVNC 

• Windows Quick Assist 

ALTERNATIVE METHODS OF CONNECTION 
Noetica would always prefer to use one of the connection methods listed above, however we do understand that 

there may be circumstances where another connection method is required by a particular client.  

Whilst we will endeavour to use alternative software there may be a charge associated with testing and configuring 

non-approved software on our network as security testing including penetration testing may be required. There may 

also be an impact on project lead times as testing will need to be scheduled and conducted. Please contact your 

Noetica Project Manager for further information. 

Should a remote connection method be inadequate in allowing us to support you efficiently, we may request an 

alternative connection method is implemented or a change to SLAs without our standard Software Agreement 

between parties. 

Noetica can support TeamViewer; however, this must be licensed by the customer. Unlicensed versions of 

TeamViewer will not be supported. 
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